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Abstract 
Wireless Sensor Networks (WSNs) are designed to perform a variety of information processing functionalities. 
Security is one of the major concerns for WSNs. This study focuses on trust and reputation system management. The 
proposed approach entitled Enhanced Bio-inspired Trust and Reputation Model (EBTRM), is Bio-inspired and 
extending Trust and Reputation Model (BTRM-WSN) and Peer Trust System. The objective of the current proposed 
system is to provide an efficient security solution to WSN which can provide a high level of security taking into 
account energy conservation. 
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1. Introduction 
Security is one of the important topics in Wireless Sensor Networks (WSNs). Trust and reputation 
system (TRM) is an innovative solution for maintaining a minimum security level between two entities 
having transactions or interactions within a distributed system. The purpose of this research is to propose 
an Enhanced Bio-inspired Trust and Reputation System which is inspired by two existing approach, Bio-
inspired Trust and Reputation Model (BTRM-WSN) and Peer Trust System. This section will also cover 
an overview of WSNs and their security issues. Trust and reputation system and the two approaches which 
inspire our proposed system will be reviewed next. Then our approach is presented, and a performance 
comparison between our model and the two original ones, followed by Conclusion and Future Works. 
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1.1. WSNs  
WSNs are designed to perform a variety of information processing functionalities including security 
and military sensing [11], environmental monitoring [12], as well as healthcare supporting [13]. 
Applications of WSNs can vary significantly in requirements and deployment environments. WSNs can 
play a critical role in military Commands, Controls, Communications, Computing, Intelligence, 
Surveillances, Reconnaissance, and Targeting (C4ISRT) systems [14]. They can be used to, for instance, 
monitor friendly and enemy forces, communicate commands, or sense different forms of attacks.  
Environmental applications have been proposed for WSNs. Common uses of these applications are: 
habitat monitoring, animal tracking, forest-fire detecting, precision farming, and disaster relief. 
Embedding WSNs in natural environment enables researchers to collect long-range data on previously 
unattainable scales. WSN applications are frequently employed in extreme environments, such as the 
Antarctic Pole. Several prototypes and commercial WSN applications have been developed and applied 
for healthcare monitoring for the elderly, children and chronically ill people. The main focus categories 
[13] include activities of daily living monitoring, fall and movement detection, location tracking, 
medication intake monitoring, and medical status monitoring. 
1.2. Security Issues in WSNs 
WSN uses a wide variety of application; and to deploy these applications in real world environments, 
efficient protocols and algorithms are required. Designing and testing a new protocol or algorithm address 
some challenges and security requirements, which are needed to be clearly understood. Among those 
issues, security is one of the hottest topics that researchers focus on. Most network layer attacks against 
sensor networks fall into one of the following categories [15]: 
a). Selective Forwarding: In a selective forwarding attack, malicious nodes may assault WSN by 
refusing to forward messages, or simply dropping packages received. b). Sinkhole Attacks: In a sinkhole 
attack, a malicious node attracts all the traffic from a particular area by making itself look especially 
attractive to surrounding nodes with respect to the routing algorithm. c). The Sybil Attacks: In Sybil attack, 
a malicious node disguises as other nodes by means of impersonating other nodes, claiming false identities, 
or worst,  generating a large number of additional node identities using only one physical device.  
d). Wormholes: In wormhole attacks, a malicious node located near the base station can tunnel messages 
over a low latency link and thus, completely disrupt the traffic. e). HELLP Flood Attack: In HELLP flood 
attacks, attacker broadcasting routing or other information with stronger enough transmission power could 
convince every node in the network that the adversary is its neighbor. Several techniques have been 
developed to provide security solutions to WSNs, for instance, Intrusion Detection Systems (IDS), and 
secure routing protocols. Our study focuses on trust and reputation systems for WSNs. 
2. Trust and Reputation Systems 
TRS management is an innovative solution for maintaining a minimum security level between two 
entities having transactions or interactions within a distributed system. Trust is a particular level of the 
subjective probability with which an agent will perform a particular action; while a reputation [6] is an 
expectation about an agent's behavior based on information about it or observations of its past behavior. In 
most cases, these two terms are not distinguished explicitly and could be used interchangeably. In WSN 
transactions, if we define the sensors asking for services as client sensors, and sensors providing services 
as server sensors, then the client sensors will determine whether to have transactions with a server sensor 
based on its trustworthiness or reputation. A trust and reputation model is generally composed of five 
components [1], [2]: gathering information, scoring and ranking, selecting entities, having transaction, and 
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reward or punishment. Gathering information, the first component of a trust and reputation system, is 
responsible for collecting behavioral information about other entities, for instance peers, agents, or paths. 
The information collected might come from different sources [7]. It could be first-hand (direct observation 
or own experience), or second-hand (information provided by peers). Once information about an entity 
has been properly aggregated and weighed, a reputation score is then computed and given base on certain 
algorithm. The primary objective of this procedure is to provide the clients a measurable approach to 
decide which server node is most trustworthy. The next step is that a client selects the most trustworthy or 
reputable server entity in the community providing certain service and then effectively has an interaction 
with it. After receiving the service provided, the client will access the result and give a score of 
satisfaction. Based on the satisfaction obtained, the last step, punishing or rewarding, is carried out. If a 
server node is unsuccessful in making the client satisfied with the service provider, its reputation score 
will suffer, and the client is less likely to have transaction with it again. The following sections will 
introduce two innovative trust and reputation models, namely BTRM-WSN [3], and Peer Trust [4]. 
2.1. Bio-inspired Trust and Reputation Model (BTRM-WSN) 
BTRM-WSN [3] carries out the selection of the most trustworthy node through the most reputable path 
offering a certain service. It is based on a bio-inspired algorithm called Ant Colony System (ACS) [8], 
where ants build paths in order to fulfill certain conditions graphically. These ants leave some pheromone 
traces that help next ants to find and follow those routes. These pheromone values will help ants find the 
optimal route solutions since the optimal path will have the largest amount of pheromone value. When we 
apply this ACS algorithm onto trust and reputation system, we use "pheromone value" to represent the 
trustworthiness of sensors. In this BTRM-WSN, each sensor contains pheromone traces for its neighbors 
( [0,1]), which determines probability for an ant to select a path as well as the senor the path leading to 
as a solution. In other word,  can be considered as the trust that a sensor gives another. The detailed steps 
and algorithms of BTRM-WSN are as follows: 
Gathering information: A set of artificial ants are created; and then they leave the client sensor. When 
an ant moves from a sensor i to sensor j, it gives a command for these two sensors to modify the 
pheromone value of the path between them via Eq. 1 and Eq. 2. 
  (1) 
  (2) 
ij is the pheromone value of the path between sensor i and sensor j;  is the convergence value of ij; 
and  is a parameter controlling the amount of pheromone left by the ants.  
When traveling along a WSN searching for the most trustworthy routing to the server providing good 
service, each ant needs to decide whether to stop and return the solution to the client, or continue to find 
another one based on the reputability of the server that is has found. When ant k arrives at sensor s, several 
situations may occur. The first is that sensor s provides services. If sensor s has more neighbors not visited 
yet by ant k, then k compute average pheromone value ( ) of the path followed by ant k from the client 
until the sensor s:If   is greater that defined transition threshold (TraTh), then ant k stops and returns the 
solution, vice versa. If sensor s has no more neighbors or all of them have been visited, ant k stops and 
returns solution. Another situation is that s does not provide any services. If sensor s has more neighbors 
not visited yet by ant k, then k decides the next node to move. If sensor s has no more neighbors or all of 
them have been visited, ant k reaches a dead end. It has to go back to the route that it has built until it 
arrives at: 1) a sensor offering the requested service; or 2) a sensor not offering the requested service but 
having more neighbors not visited yet. Scoring and ranking: Client will examine and assess the quality of 
the solution brought back by each launched ant. The quality of path could be calculated by Eq. 3. 
  (3) 
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ij is the pheromone value of the path between sensor i and sensor j;  is the convergence value of ij; 
and  is a parameter controlling the amount of pheromone left by the ants. 
 denotes the solution brought back by ant k, it is represented the path leading to the sensor selected; 
denotes the quality of path ;  denotes the average path pheromone of path  found by and k; 
PLF [0,1] denotes a path length factor; and %  denote the percentage of ants that have selected the same 
solution as ant k. After computing the path quality of all solution brought back by ants, the client selects 
the path with highest score and store it as Current_Best solution. Then the client compares the path quality 
with the best solution (Global_Best) found by earlier transactions. If Current_Best solution is even better, 
then the client will replace the previous Global_Best with the Current_Best solution. Then an extra ant is 
sent to modify the pheromone value of the current Global_Best. 
Having Transaction: After the client selects the Global_Best solution, it will have transaction with the 
selected sensor. After receiving the service, the client will compare it with the default service which the 
client expects to obtain. There might be two situations: first, the selected server sensor might be 
completely benevolent and provide the exact same service as it is supposed to; or it could be totally 
malicious and provide extremely difference service. In the former situation, the client is satisfied and will 
give a satisfaction value (Sat) as a random number between PunTh and 1; while in the latter situation, the 
satisfaction value (Sat) is determined as a random number between 0 and PunTh as the client is considered 
as unsatisfied. PunTh is a predefined punishment threshold value. 
Giving Reward or Punishment: A client will request the desired service to what it things to be the most 
trustworthy server via the most reputable route. Then punish or reward will be given to all link in this 
route based on whether the client is satisfied with the service provided by the server. This is done by 
increasing or decreasing the pheromone value of the path. 
2.2. Peer Trust System 
Peer Trust Model [3],[4], a dynamic peer-to-peer trust and reputation model, initially aims at 
estimating and evaluating the trustworthiness, or goodness, of a peer in an e-business environment. It 
identifies five factors related to trust and reputation management for computing the trustworthiness value 
of a given peer, namely: 1) the feedback a peer retrieves from others; 2) the feedback scope, or field 
(number of transactions); 3) the credibility factors of the source; 4) the transaction context factor 
addressing the criticalness of transactions; as well as 5) the community context factors interpreting related 
characteristic. In a given WSN, the trust value of a peer u could be computed via Eq. 4. 
T(u) denotes the value of trustworthiness of peer u.  denotes the weight factor for the collective 
evaluation, a weighted average of amount of satisfaction that peer u receives; and  denotes the weight 
factor for the community context factor. I(u) denotes the total number of transactions that peer u has had 
with all other peers. S(u,i) denotes the normalized the amount of satisfaction which  peer u receives in its 
ith transaction. Some existing reputation-based systems simply apply a binary reputation mechanism to 
evaluate the degree of satisfaction, where 0 represents unsatisfied, while 1 represent satisfied. However, 
this evaluating system may not function well [9], since malicious node may hide its misbehavior via 
increasing its transaction volume. Taking that into consideration, a normalized satisfaction value is applied, 
where: , and  represent the binary satisfaction (0 or 1) peer u received in its 
ith transaction. Also, CR(p(u,i)) denotes the credibility of the feedback that peer u receives from the ith 
peer (p(u,i)) it has transaction with. The reason why credibility of the feedback is important is that a peer 
may make false statements for other peers. For instance, a malicious sensor may give low satisfaction for a 
benevolent sensor, or give high satisfaction for a malicious sensor. As a result, a credibility of feedback 
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should be introduced; and feedback with higher credibility should be weighed more in computing the 
trustworthiness of a give peer. Two mechanisms evaluating the credibility of feedback is introduced. Eq. 5. 
illustrates the first mechanism, and the metric using this one to measure credibility of feedback is called 
TTVM (where TVM stands for Trust Value Measurement). This mechanism uses the trust value of peer 
p(u,i) to evaluate the trustworthiness of feedback received from it to peer u. 
  (5) 
Eq. 6. introduces a personalized similarity measurement (PSM) to rate the credibility of peer (u,i), and 
the metric using this one to measure credibility of feedback is called .. If we use w to represents the 
client sensor which wants to test whether u is trustworthy, then Sim(p(u,i),w) is used to measures the 
personalized similarity between peer w and peer(u,i). This is computed via Eq. 7., where IJS(p(u,i).w) is 
the common set of peers which peer w and peer p(u,i) have had transaction with in the past, and x denotes a 
peer belonging to the set of peers;  denotes the two vectors of feedback by peer w and peer 
p(u,i); and denote the standard deviation of the two feedback vectors. 
  (6) 
   (7) 
TF(u,i) denotes the transaction context factor of peer u’s ith transaction. This is another importance 
factor since each transaction may differ from one another. Transaction contexts including size or category 
can have influence on the TF(u,i) value.  Finally, CF(u) denotes the community context factor which 
could be applied to address some community-specific issues, for instance, incentive problem. 
3. Enhanced Bio-inspired Trust and Reputation System (BTERM) 
In this section we proposed an Enhanced bio-inspired trust and reputation system inspired by BTRM-
WSN and Peer Trust system demonstrated in previous section. As mentioned in earlier, the criterion that 
BTRM-WSN used to determine whether a sensor is trustworthy is the value of the average pheromone 
value of the solution path from the client sensor to the sensor selected. Similarly, the quality of each 
solution is evaluated based on the average pheromone value, the length of those solution paths, as well as 
the number of ants which have found the same solution. This approach has been proven to be quite 
effective; however, the performance of this system may get improved if the condition of the server 
sensors could be taken into account. So, we are considering the possibility of adding some principles in 
Peer Trust system into the original BTRM-WSN, and to examine if this will modify some aspects of the 
original system. The first modification is that when an ant determines whether a sensor that it reaches is 
trust worthy or not, it not only compares the average pheromone of the path leading to the sensor to a 
predefined threshold value, but also the trust value of that sensor which is computed by a simplified Peer 
Trust algorithm. If the trust value of the sensor is larger than a user-defined threshold value, then the 
sensor will be considered as trustworthy, and vice versa. To compute the trustworthiness of a sensor by 
applying Peer Trust principles, only satisfaction that a sensor received from other sensors with which it 
had transactions is considered. The original algorithm (Eq. 8) is not applied here as it consumes too much 
resources. For instances, more memory are required to hold the data, and more energy is consumed to 
perform all these calculation. Even though the performance in finding benevolent server sensors might be 
better, we still want the proposed system to be energy efficient. 
  (8) 
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Similar to the original algorithm used in Peer Trust system, the first step is to find a set of active server 
sensors. Then to compute the trustworthiness of a specific sensor (sensor u in our case), the client collect 
the satisfaction value that sensor u received from its previous transactions. I(u) denotes the total number of 
transaction that sensor u has had before. Here instead of using a random number between 0.5 and 1 to 
represent satisfaction, and between 0 and 0.5 to represent dissatisfaction, we simply use 1 and 0 to simplify 
the process to make the result more stable. The second modification is that when the client determines 
which sensor is more trustworthy, it not only considers the path quality which is computed via Eq. 3., but 
also the trust value computed via Eq. 8. A sensor has to outperform others in terms of both path quality and 
trustworthiness to be selected as the final solution. 
4. Performance Analysis 
We conduct three experiments simulating the proposed EBTRM system in order to evaluate its 
performance and to compare it with the other two original approaches, namely BTRM-WSN, and Peer 
Trust system. The first experiment aims at comparing the three systems in terms of the accuracy in 
searching for trustworthy sensors, which evaluates the level of security provided; the second test compares 
the average path length leading to the trustworthy sensors selected, which evaluates the efficiency, or the 
easiness in finding trustworthy sensors, of the three systems; and finally, the overall energy consumption of 
the WSNs applying these systems, which evaluates the energy efficiency of the systems is also compared. 
4.1. TRMSim-WSN 
TRMSim-WSN [10] is a Java-based trust and reputation models simulator aiming at providing an easy 
way to test a trust and reputation model over WSNs and to compare it against other models. We design a 
WSN template using the Network Parameter settings in TRM-WSN as:  Clients: 15%, Relay Servers: 5%, 
Radio Range: 10, Min. Number of Nodes: 200, Max Number of Nodes: 200, Number of Network 500, 
Number of Execution: 100. Then the simulator will randomly create WSN for experiments based this 
template. Note that 15% of all nodes in a randomly created WSN are clients which will request default 
services. The other 85% nodes will act as servers which will be asked to provide services upon request. 
4.2. Accuracy 
Here we use the concept “accuracy” to evaluate the reliability and level of security provided by the trust 
and reputation system. The accuracy of a trust and reputation system is represented by the percentage that 
the number of times when it successful selects trustworthy sensors (the former situation) out of the total 
number of transactions. A better trust and reputation system should have a good control of the negative 
influence which the malicious nodes have on the WSN. Fig. 1. will compare Accuracy of the BTRM-WSN, 
Peer Trust system, as well as the proposed EBTRM system. From the previous discussion, we can 
conclude that when the percentage of malicious sensors is not high (less than 40%), the difference between 
these three trust and reputation system in terms of accurately finding trustworthy sensor is not significant, 
and they can all achieve accuracy of 98%. However, when the situation is getting more unsecured (the 
percentage of malicious sensor is getting higher), we can tell that the proposed EBTRM can provide the 
highest accuracy and thus the highest level of reliability and security. 
4.3. Path Length 
Path length is the average hops leading to the most trustworthy sensors which are selected by the client 
in a WSN applying a certain type of trust and reputation system. It is assumed that less average path 
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length indicates a better performance in efficiency and easiness in searching for trustworthy sensors of a 
trust and reputation system. This is because: 1) less number of intermediaries means higher security level 
and less energy consumption; and 2) shorter path length implies that it is easier to find trustworthy nodes 
and thus, server nodes will response quicker to client nodes. Fig. 2. will compare the BTRM-WSN, Peer 
Trust system, as well as the proposed EBTRM system in terms of average path length leading to 
trustworthy sensors.  BTRM-WSN has the best performance, and Peer Trust has the worst performance in 
terms of shorting average path length. However, the difference between BTRM-WSN and our proposed 
EBTRM is not significant. Thus in smaller size WSN, we can consider that they can both provide an easy 
and efficient approach in searching trustworthy sensors. 
4.4. Energy Consumption 
Energy consumption of the network is the overall energy consumed in: 1) client nodes sending request 
messages; 2) server nodes sending response services; 3) energy consumed by malicious nodes which 
provide bad services; 4) relay nodes which do not provide services; and 5) the energy to execute the 
trustworthy sensor searching process of a certain trust and reputation system. How to effectively reduce 
energy consumption is a major issue in WSN researches. Fig. 3. will compare the BTRM-WSN, Peer 
Trust system, as well as the proposed EBTRM system in terms of overall network energy consumption. 
As illustrated in Fig. 3. Peer Trust system outperforms BTRM-WSN and our proposed EBTRM in terms 
of energy efficiency in a significant way. The original BTRM-WSN is slightly more energy efficient than 
EBTRM; however, the difference is less when the percentage of malicious sensors is getting higher. 
 
 
 
 
 
 
 
 
 
 
 
 
4.5. Overall Performance Analysis 
From these simulations we conducted, conclusion could be drawn that our proposed EBTRM system 
successfully increases the accuracy in finding trustworthy sensors and thus the level of security of the 
original BTRM-WSN without sacrifice its advantage in finding trustworthy sensors efficiently, and the 
extra amount of energy required for those add-ons is acceptable. EBTRM is proven to be able to 
accurately distinguish benevolent sensors from malicious sensors and thus protect WSNs from attackers. 
And more importantly, the level of security it provides is not influenced by the number of attackers as 
much as its two competitors do. The trade-off is that, especially when the network is in a relatively 
secured status (where there are only a small number of malicious sensors), it becomes more complicated 
and less energy efficient to search for trustworthy sensors because of the extra conditioning and 
computation. However, the difference is not significant. Overall, the modification is successful, and our 
proposed EBTRM provide a better solution to WSNs where a high level of security is required. 
Comparison between: BTRM-WSN (Blue __);    Peer Trust (Red __);    and EBTRM (Green __): 
Fig. 1. Accuracy in searching for 
trustworthy sensors. 
Fig. 2. Average path length leading to 
trustworthy sensors.
Fig. 3. Overall network energy consumption.
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5. Conclusion 
In this paper, we studied two trust and reputation systems, WSN (BTRM-WSN) proposed by [3] and 
Peer Trust system proposed by [4]. We proposed an Enhanced BTRM-WSN named EBTRM to provide a 
higher level or security for WSNs without sacrificing the efficiency of the original approach, and do not 
require a huge amount of energy for the extra computation.  
Conclusion could be drawn from the simulations that our proposed EBTRM system successfully 
increases the accuracy in finding trustworthy sensors and thus the level of security of the original BTRM-
WSN without sacrifice its advantage in finding trustworthy sensors efficiently, and the extra amount of 
energy required for those add-ons is acceptable. EBTRM is capable of finding trustworthy server sensors 
more accurately than its two competitors. And compared to original BTRM-WSN, the average distance 
between client and selected trustworthy sensors and overall network energy consumption is slightly 
higher when a WSN applies EBTRM as trust and reputation system to search for trustworthy sensors.  
The major improvement of our proposed EBTRM system compared to its two competitors is that it 
increases the accuracy in searching for trustworthy sensors, and thus provides a higher level of security. 
While future work will keep on developing the algorithms searching for trustworthy sensors to improve 
the easiness in finding trustworthy sensors as well as the energy efficiency of our approach. 
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